Digital Signature Certificate (DSC)
Signer Service Registration Instructions

For NFRA 2 e-Form

Instructions for installing the DSC Signer Service

Minimum Client’s Machine Requirements

Windows OS Windows 7 & above

MAC 0S MAC 10.7 & above

Ubuntu OS Ubuntu 18 & above

JRE Version 21 or above appropriate as per OS 1. To

be Downloaded by Individual User at client
machine. (Refer website
https://download.oracle.com/java/21/latest/jdk-
21 windows-x64 bin.exe_for JRE installation).

2. User(s) with 32-bit windows OS needs to
install 32-bit JRE.

3. User(s) 64-bit windows OS installs, 64-bit
JRE

Step 1: On the Homepage, the user will see the instructions for installing of DSC on the
Homepage. The link is provided for downloading:

- Latest version of Java

- DSC Signer Service utility


https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.exe
https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.exe

Refer Screenshot 1.
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Checking a version manually depends on what software or operating system you are
referring to. Here are instructions for common scenarios:

For Windows:
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Download JDK Version

Step 2: To check availability of Java version in Windows, go to Control Panel. Click Java link as
shown in Screenshot 2.
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Step 3: A screen appears is shown in Screenshot 3, select Java tab and then click View

Button.



| £/ Java Control Panel s X

Security Advanced

View and manage Java Runtime versions and settings for Java applications and applets.

View...

Screenshot 3
Step 4: The version of Java will appear under User Tab as shown in Screenshot 4.
| %] Java Runtime Environment Settings >

User sSystem

Pla... Product Location Path Runtime Parameters Enabled Archite...

http:/fjava.... C:¥Program ...

Find Add Remove
Cancel

For Command Prompt:

1. To check the JDK version installed on a Windows machine, the most common and
reliable method is using the Command Prompt Open a new Command Prompt by
searching for command in the Start menu.

2. Open Command Prompt:
1. Press the Windows key + R to open the Run dialog.
Type cmd and press Enter, or search for "Command Prompt" in the Start menu.
' Run >

= Type the name of a precgram, folder, document, or Internet
L=y rescurce, and Windows will cpen it for you.

[ OK ] Cancel Browse...




1. Execute the java -version command:

2. Inthe Command Prompt, type java -version and press Enter.

Command Prompt x +

Microsoft Windows [Version 10.0.26100.6584]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\kapil>java -version

Picked up JAVA_TOOL_OPTIONS: -Dfile.encoding-UTF8

java version "21.0.5" 2024-18-15 LTS

Java(TM) SE Runtime Environment (build 21.0.5+9-LTS-239)

Java HotSpot(TM) 6U4-Bit Server VM (build 21.8.5+9-LT5-239, mixed mode, sharing)

Important Note:

1. The user should make sure that only the latest version of Java should be installed on
the system.

2. You should see, confirming that JDK 21 is installed if you don’t see JDK 21 then and
configured.

3. Toinstall the latest version of Java, the user should click on the link given on the
homepage. User will see the following screen. Refer Screenshot 5.

Download the JDK installer

1. Navigate to the official Oracle Java Downloads page in a web browser.

2. On the Downloads page, click the JDK 21 tab (or the latest LTS version available) and
select the Windows operating system.

3. Click the x64 Installer download
link(https://download.oracle.com/java/21/latest/jdk-21 windows-x64 bin.exe) to
get the executable file (.exe).



https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.exe
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Java downloads Tools and resources Java archive

Earlier JDK versions are available below.

JDK25  JDK21

Java SE 1 Kit 21.0.8 download

JDK 21 binaries are free to use in production and free to redistribute, at no cost, under the Oracle No-Fee Terms and Conditions (NFTC).

JDK 21 will receive updates under the NFTC, until September 2026, a year after the release of the next LTS. Subsequent JDK 21 updates will be licensed under the Java SE OTN License
(OTN) and production use beyond the limited free grants of the OTN license will require a fee.

Linux  macOS  Windows

Product/file description File size Download
x64 Compressed Archive 186.05 MB https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.zip (sha256)

I x64 Installer 164.42MB https://download.oracle.com/java/21/latest/jdk-21_windows-x64_bin.exe (sha256) |
x64 MS| Installer 16316 MB hitps://download oracle.com/java/21/latest/jdk-21_windows-x64_bin.msi (sha256) g

Documentation Download Click on link and

download .exe
Release information
 Online Documentation
o Installation Instructions.
® Release Notes

o Documentation Licence

Screenshot 5
Run the JDK installer

1. Locate and double-click the downloaded .exe file to start the installation wizard.

8 Java(TM) SE Development Kit 21.0.8 (64-bit) - Setup >x<

Welcome to the Installation Wizard for Java SE Development Kit 21.0.8

This wizard will guide you through the installation process for the Java SE Development
Kit 21.0.8.

Click on next ﬁ Cancel

2. When the installer begins, a welcome screen will appear. Click Next to proceed.

3. You can keep the default installation location (e.g., C:\Program Files\Java\jdk-21)

As a choose a different one. Click Next to begin the installation.



T Java(TM) SE Develocpment Kit 21.0.8 (64-bit) - Destination Folder

This will install the Java{TM) SE Development Kit 21.0.8 (649-bit), which requires
420MB on your hard drive. Click the "Change™ button to change the installation

folder.

..,r ] Install Java(TM) SE Development Kit 21.0.8 {(649-bit) to:

C:Program Files\Javajdk-21% Change...

Click on next

Back I Next I ancel

4. Once the installation is complete, click Close to exit the wizard.

Set up environment variables

1. Right Click on This PC then click on Properties Open this dialog

System > About

]
»
B somge & Graphics - ncralied maM @ Processor
13878 128 MB 32068 Intel(R) Core(TM)
i7-10700 CPU @
2.90GHz

Frequently Asked Questions

Am | running the Iatest version of the Windows OS? What i the latest Windows version?

n applications smoothly with this RAM

Is my GPU sufficient for high end gaming and video experience? How can having a dedicated GPU enhance my experience and

L
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2. Choose the Advance system settings option on dialog.

3. Open the System properties and click on tab advanced "environment variables”.



System Properties >=<

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects. processor scheduling. memory usage. and virtual memory

[ Settings... ]

User Profiles
Desktop settings related to your sign-in

Settings...

Startup and Recovery
System startup. system failure. and debugging information

Settings...

Click on Button ﬁ Environment Variables ... I

OK Cancel Apply

Add JDK to the Path variable

1. In the same Environment Variables window, select the Path variable from the
"System variables" list and click Edit.

2. Click OK on all open windows to apply the changes.
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| Youmict ha lanasd an 2 an Administeatar tn mals mast of thass chanass .
Edit environment variable < e e
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Ci\Program Files\Common Files\Oracle\Java\javapath New
Ci\Program Files (x86)\Common Files\Oracle\Java\javapath — Nt
Sy SEEMRGOL XN syStefin2 = . ——— JAVA_HOME C:\Program Files\Java\jdk-22
ESystemRoot® Click on edit button OneDrive C:\Users\NFRA\OneDrive
X SystemRookiNSyatemITWWhemn Browse=- Path C:\Users\NFRA\AppData\Local\Programs\Python\Python312\Scrip...
%SYSTEMROOT%\System32\WindowsPowerShell\w1.0\ ikl U A NERAYAL DRI SN TE
%SYSTEMROOT%\System32\OpenSSH\ Delete L Sneiiiidanad ik
%JAVA_HOME%\bin
%AppData%\Programs\Python\Python311
Move Up
New... Edit... Delete
Move Down
Ci\Program Files\nodejs\ eter varisbics
Ci\Program Files\Git\cmd
Edit text... Variable Value
NUMBER_OF_PROCESSORS 16
os Windows NT _
-1 Path C \Common Files\Oracle\Java\javapath:C:\Program ..
PRTETEXT vEST TS IS
PROCESSOR_ARCHITECTURE  AMD64
PROCESSOR_IDENTIFIER Intel64 Family 6 Model 165 Stepping 5, Genuinelntel
Cancel PROCESSOR LEVEL 6
— —— 4 Delete
oK Cancel

System varisbles




If Path variable doesn’t exist in properties, you can add a user variable or a system
variable

System Properties
Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance User variables for NFRA
Visual effects, processor scheduling, memory usage, and virtual memory Variable Value
. JAVA_HOME C:\Program Files\Java\jdk-22
Settings...
OneDrive C:\Users\NFRA\OneDrive

User Profiles Path C:\Users\NFRA\AppData\Local\Programs\Python\Python312\Scrip...
Desktop settings related to your sign+in New System Variable X

Settings...

Variable name: Pathl

Startup and Recovery . P r———
System startup, system failure, and debugging information \arzblevalue 311 1001aM ELESVaVaYeK:

" w Browse File... Cancel
Select Directory of JDK-21 s

Variable Value =
Environment Variables. . ] ComSpec CAWINDOWS\system32\cmd.exe
DriverData C:A\Windows\System32\Drivers\DriverData
JAVA_TOOL_OPTIONS -Dfile.encoding-UTF8
OK Cancel Apply NUMBER_OF_PROCESSORS 16

0os Windows_NT
Path C:\Program Files\Common Files\Oracle\Java\javapath;C:\Program ...
PATHEXT .COM: EXE: BAT:,.CMD:.VBS:.VBE: JS: JSE: WSF:WSH:.MSC
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Verify the installation

1. Open a new Command Prompt by searching for command in the Start menu.

1. Press the Windows key + R to open the Run dialog.

2. Type cmd and press Enter, or search for "Command Prompt" in the Start menu.

— Run >

y 3 Type the name of a precgram, felder, doccument, or Internet
resource, and Windows will cpen it for you.

[ OK ] Cancel Browse...

3. Inthe Command Prompt, type java -version and press Enter.
4. You should see output, confirming that JDK 21 is installed and configured:



Command Prompt x aF

Microsoft Windows [Version 10.0.261680.658U]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\kapil>java —version

Picked up JAVA_TOOL_OPTIONS: —-Dfile.encoding—-UTF8

java version "21.8.5" 2024-18-15 LTS

Java(TM) SE Runtime Environment (build 21.0.5+9-LTS5-239)

Java HotSpot(TM) 6U-Bit Server VM (build 21.0.5+9-LTS5-239, mixed mode, sharing)

2. In case prior older versions of Java are installed on the system, the user should
uninstall it and keep only the latest version.

Step 5: On the Homepage, user should click on the link for the DSC Signer Service. Clicking
on the link leads to download of a zip file.

Step 6: The downloaded file has the latest version of the Signer Service i.e. v 7.0.2 Locate the
DSC_Signer_Service v 7.0.2.exe file from downloaded bundle.

Step 7: Double click required exe file to start the installation. Refer Screenshot 6.

“¥ Digital Signer Service 7.0.2 Setup o=

Select Installation Folder
This is the folder where Digital Signer Service 7.0.2 will be installed.

To install in this folder, dick ™Next™. To install to a different folder, enter it below or dick I
“Browse”,

Folder:

C: "Pfdgram Files\Digital Signer Service\7.0.2\ : Browse...

eOffice Project Division - NIC
<Back [ Next> Cancel
Screenshot 6

Step 8: DSC Signer Service: License Agreement window appears, read the agreement and
click | Agree button as shown in Screenshot 7.



“¥ Digital Signer Service 7.0.2 Setup

Ready to Install
The Setup Wizard is ready to begin the Digital Signer Service 7.0.2 installation

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Do you want to install SSL certificate?

© ves
(O No

NOTE: SSL certificate is mandatory, without SSL certificate, Digital
Signer Service will not work properly. If you are a single user kindly
choose "Yes”.

eOffice Project Division - NIC

< Back [ =y Install ] Cancel

Screenshot 7

Step 9: The process may take some time for the complete installation successfully as shown
and click on finish Screenshot 8.

“¥ Digital Signer Service 7.0.2 Setup x

Completing the Digital Signer
Service 7.0.2 Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

B view readme file

B3 Launch Digital Signer Service 7.0.2

Copyright © 2021 National Informatics Centre. All
rights reserved. Digital Signer Service and its use
subject to 3 license agreement and are also subject to

copyright andfor other laws.

Screenshot 8



Step 11: Now, Double clicks the desktop icon “DSC Signer Service”. The service will take few

seconds to start. A message prompts “DCS Signer Service started successfully”, as shown in
Screenshot 9.

eff iC e Digital Signer Service

v7.0

A DIGITAL WORKPLACE SOLUTION

Welcome to Digital Signer Service 7.0.2.
Service is configured on port 55103.

NOTE :If vou want to stop the Digital Signer Service running on your system
then click "Stop Service" button.

Screenshot 9

Important Note:

1. Only the latest version downloaded from NFRA2 website should be installed on the
system.

2. Any prior DSC Service Signer files should be uninstalled from the system.



